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Abstract

During the pandemic there is increase in the number of jobs advertised online across different job portals
So, deceptive job posting prediction task will be big. The growth of online job boards has clearly made
it is more accessible to potential employees and at simultaneously it has opened up the opportunity to
fraudsters to commit recruitment scams by listing fake advertisements. This type of fake posting does
not only waste time of the applicant but also endangers personal and financial information. As a counter
to that, the current project will present a Fake Job Requirement Prediction System is developed by
machine learning and natural language processing that can analyse advertisements and categorize them
as valid or fake. Its design is implemented on the MERN stack which provides the dynamic interface
towards user and Fast API was embedded into its backend which provides faster data processing. The
system consists of two primary modules, User and Admin. More than one URLs of job posting are
submitted through the interface on running this, the system checks the threat found in the link via
Google Safe Browsing. In the case that the link is proved to be safe, web scraping is used where the
information is extracted depending on the role in this case, the information is company name, position,
salary, job type and other related information. The aid of the Gemini API is also useful in the retrieved
features since it provides other indicator variables relevant to the legitimacy of the firm. This
consolidated document is used in a machine learning file that identifies authenticity of the employment.
The admin module is helpful to the administrator in tracking the work of the users and everything
detected. The protection of the job seeker against online recruitment cheat, as well as the betterment of
a more secure job market through optimization of real-time web technologies coupled with the
supplementary designation models, is the aspiration that the system aspires to attain.
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1. Introduction

The emergence of digital requisition services has made the method of obtaining staff much faster both
by the employees and the applicants but this same change in technology also led to a massive increase
in fake job advertisements that are designed to defraud the job seeker and get hold of his or her highly
confidential information. Manual inspection to discover such fake advertisements is ineffective and
impracticable as the amount of posting through web portals, social media sites and email
communication is unprecedented. This paper will present a Fake Job Requirement Prediction System
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that will automate the process of identifying and categorizing employment opportunities that are either
legitimate or fake. The system uses the hybrid model which implies the combination of by machine
learning and natural language processing coupled with the modern web development stacks to be able
to provide real-time study of the job post. MERN stack will handle user-interface and user-interaction
elements and Fast API will present the backend infrastructure. In the event that an employment URL is
provided, Google Safe Browsing API is applied in analysing the security of the link. Supposing the
URL of interest is secure, the concerned data is received using web scraping the corresponding data are
job title, salary range, the name of the company, and the type of listing. The information obtained goes
to the Gemini API to verify whether the posting is real or not. The system consists of two parts. The
User module allows the job applicants to feed job URLSs to investigate the same and the admin module
allows the system administrators to manage the user accounts along with to track the effect of detection.
Collectively, these services are to form an intelligent, programmatic security measure and they are
designed to secure users against scam job listings on the internet and in the process, ensure a secure and
trusted online working environment is obtained.

2. Literature Survey

Clark, and Zhao [1] was proposed a recent algorithm to distinguish spurious job post with 88 percent
accuracy that is NLP and dataset-driven. Their strategy aimed at establishing linguistic patterns from
job postings on semantic analysis and semantic comprehension. NLP effectiveness was revealed in the
research of the study to identify suspicious posting that related to the Detection of the usage of the use
of deceptive phraseology and unnatural language to identify such a post.

Johnson and Patel [2] Address feature engineering as a key determinant to identifying spam postings of
jobs in terms of designing features, including posting length, recruiter activity, and metadata features.
The paper shows that their model attained a 92 percent success rate and the paper showed that there is
more to non-textual elements to distinguish between whether the ad is valid or fake other than
considering that that it is textual in nature like user activities and structural anomalies.

Gupta and Singh [3] discussed the ethical and issues of implementing a system into operation of limiting
job detection systems in authentic job places. In addition to experimentation results, they also evaluated
the use of working systems that revealed a 60 percent reduction of imitations. They discussed issues of
operation such as input of users, malicious activity and slowness of the system, and emphasized how
the tools facilitate platform integrity and trust amongst users.

Sasidharan Pillai [4] proposed a deep learning model taking advantage of Bidirectional LSTM to verify
fake job by identifying semantic patterns in job description. Information was processed forwards and
backwards in the architecture, and the features of text were used in combination with other metadata
including location and salary. With accuracy of 98.7 percent and AUC of 0.91, the model was successful
in the identification of misleading or excess persistent language as commonly used in fraudulent job
advertisements.

by Sonkar, Yadav, and R. Kumar [5] introduced a ensemble learning model to which it may incorporate
Naive Bayes algorithm to perform text classification and Logistic Regression to make final prediction.
The TF-IDF vectorization was applied to the system with the help of additional metadata concerning
the job location or company. This methodology increased the sensitivity of detections and minimized
the false demarcation, and thus it can be successfully deployed in real-time on job posting websites to
better monitor fraud.
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Chen, Zhao, and Lin [6] established the usage of deep learning framework for Fine detection of bogus
job postings, which entails deep Convolutional network in the detection of fake job postings. They had
a hierarchical Attribute derivation and achieved a very high rate in differentiation between real and fake
vacancy notice using this system. The paper has shown the relevance of the current neural network
architecture to train on complex textual patterns and this presents an important aspect of how diverse
CNNs can be used to handle problems with high linguistic and compositional elements.

3. Proposed Methodology:

The integrative framework, on which the proposed Fake Job Requirement Prediction System is
supported, contain ML and NLP, and web technologies, to detect and classify online job advertisements
as real or fake. The workflow entails a multi process pipeline where a user is able to post a URL link of
a job in an interface that has been constructed using MERN stack. On receiving the URL, the same is
passed to the Fast API backend and the Google Safe Browsing API performs an authentication
procedure to identify whether the URL is malicious or unsafe. On verification, web scraping is done to
get primary job-related parameters, i.e. job title, company name, Salary, location, job type, and
description. This is then taken to Gemini API where these are provided with contextualization and
recognizing potential red flags as they relate to the credibility and job object of the company. All the
information fed into the data processor is then introduced into an already trained ML classification
model, which determines whether the listing is a fraud or not by recurring patterns in language as well
as job characteristics and data source trustworthiness. Having an Admin panel that could be integrated
makes the possibility of monitoring user activity all the time, activity in submission, and the
classification outcome obtaining, which leads to tight control and administration. This automatic and
systematic framework: facilitates the relatively quick, reliable and risk-free detection of fraudulent job
ads, and therefore, it is a feasible recommendation that can protect users against internet job fraud.

3.1 Proposed Model Diagram

Database

Google Safe
User Input —_— Browsing —_— Web Scraping —_— Gemini API —_— Result
Verification

Display To User

Figure 3.1.1 Proposed Diagram

Fake Job Requirement Detection System This process gets input by first submitting the job link or job
details the user provides. Then, it consults Google Safe Browsing, in order to determine whether the
link has been labelled as dangerous or suspicious. In case the connection is secure, the system conducts
web scraping, whereby valuable information related to the job opportunity like title, description, and
company details are retrieved off the webpage. The resultant extracted data is consequently analysed in
the Gemini API which involves using Al methods to search indications of fake or scam job postings.
According to the analysis, the system provides an output that shows whether the job is authentic or it is
a fake. The outcome is stored on a database to be referred to later and the outcome is also conveyed to
the user to get immediate feedback.
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3.2 Block Diagram of ML Model

Genuine Job

Prompt + Web
Scraped Data

—" Gemini Model —_— Result —_—

Figure 3.2.1 Block Diagram of ML Model

Fake Job

The mechanism of the Fake Job Requirement Detection System starts with the combination of a
prepared prompt with the job information accessed by means of web scraping. This consolidated data
is then feed to the Gemini Al model, which studies the information in order to detect any indications of
legitimacy or fraud. The model produces an outcome and the system determines the authenticity of the
job posting. According to this evaluation, some jobs are categorized as either a true job, or a phony job,

and thus a user is made aware of the authenticity of the job posting.

4. Mathematical Formula:

1. Transformer attention formula (core mechanism):

Attention(Q, K,V) = softmax(QK[ ) V
\dy
* Q= XWjy = queries
o K = XWk = keys
e V =XWy =values
e X
e dp

sequence of token embeddings

key vector dimension (scaling factor)

If RoPE (Rotary Position Embeddings) is used, each @ and K is rotated as:

Qm = Q ' Rma Km = K- Rm.

where R,, is the rotation matrix for position m.
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2. Text-to-text generation formula (decoder):

The model outputs a probability distribution over the vocabulary at each step:

where:

P(yt ‘ y-(jtam) - Z

exp(ztvy: )

® x = input prompt (encoded by the model)

* y; = token predicted at step ¢

® 2z, = unnormalized logit for token v at step ¢

e V =vocabulary

The final generated text is:

veV exp(zt:v)

T
P(yrr | =) = [[ Py | yi, @)
=1

5. Experimental Results

S.No|| Category || Test Case/ Condition | Expected Behaviour | Actual Behaviour (Status
1 Job Detection || Valid LinkedIn job Classified as real Not Fake Passed
2 Job Detection ||[Unknown portal job Classified as suspicious ||[Fake Passed
. listic salary fi -
3 Job Detection Unrealistic salary from Flagged as suspicious ||[Fake Passed
MNC
. _|[Safe B ing fl d
4 Job Detection U;i{i rowstig tagee Request blocked URL blocked Passed
. Classified usi tent
5 Job Detection |[No company name on?;SI 1eq usIng oMtk ake Passed
I ;
6 Job Detection |[Free email address used neonsistent source Fake
flagged Passed
. ||Spammy phrases (e.g., .
7 Job Detection Detected via NLP Fake
earn at home) Passed
3 Job Detection Official MNC careers  |[Match with Gemini Not Fake
page company data Passed
. . . Detected vi ti
9 Job Detection [|[Duplicate job post 'e 'ec e. Via SEMAe ik ke
similarity Passed
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S.No|| Category || Test Case/ Condition | Expected Behaviour | Actual Behaviour (Status
. |[Domain fl d vi
10 |{Job Detection ||Cloned job site domain om'al%n agged via Fake
Gemini Passed
11 ||System Auth ||Valid login Access granted Logged in
¥ & & successfully Passed
"Invalid
h
12 ||System Auth |[Wrong password Show error Credentials" shown |Passed
. . . Registered
th ||R t th 1 t t
13 ||System Au egister with new email ||Create accoun successfully Passed
Duplicat il . "Email alread
14  ||System Auth up e .e emat Show conflict message .rna}' atready
registration exists Passed
. . F lidati
15 ||System Auth |Missing login fields Prompt user tr(i);:e:;z;l ation Passed
16 |Middleware |No JWT inrequest Block access Request rejected Passed
17 |Middleware |Expired JWT token Redirect or logout Session expired Passed
18 [ Gemini API |API temporarily down  ||Show fallback error || 70" €racefully
emini emporarily dow ow fallback erro handled Passed
N h, fallback
19 ||Gemini API ||Invalid API response Catch and log error o.cras > atbac
activated Passed
20 ||Gemini API |[|Rate limit exceeded Retry or message L.l mit warning
shown displayed Passed
) ) . "No job data found"
21 ||Web Scraping||Content not found Skip classification ©Job data foun
shown Passed
Input L . Validation message
22 E link Block
Validation mpty job lin ock submission shown Passed
23 ||Role Access ||Admin in user route Deny access Access blocked
Passed
Network . "Network error"
24 Error During API call Retry or error message shown Passed
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6. Conclusion

employment scam detection scam is now an issue of top concern throughout the glob today and the
spread of scam job ads on the Internet is a significant risk to job seekers, which usually leads to a
violation of privacy, monetary loss. So, we are equipped with the effect of hiring scam that is highly
successful field in the research field making a huge difficulty in finding fake job posting. The present
project presents a strong and smart Fake Job Requirement Prediction System, which solves this dilemma
by including NLP (using Gemini API), web technology and contextual analysis. Not only does the
system check the safety of job URLs posted by the user using the Google Safe Browsing API, but also
automatically scrapes the necessary job-related data. The system also uses the Gemini API in order to
add a contextual company information to extracted data, increasing the accuracy of classification.
Constructed on the MERN stack and Fast AP, the system has a convenient interface and an efficient
backend that enables real-time detection and administrative control. Incorporation of new methods of
natural language processing and current company intelligence and their experimental assessment show
that the use of such tools increases the validity of fake job detection significantly. As a result, the
solution offers a feasible and expandable way of preventing employment fraud and helps build a
protected and more trustworthy recruitment environment.

7. Future Enhancement

In the light of improving the performance and using experience of the fraud Job Requirement Prediction
System, a number of potential refinements are possible. The first one is the introduction of multilingual
processing that would allow the platform to read job advertisements written in regional or foreign
languages and thus increase its global applicability. The second improvement involves integrating such
real-time adaptive response system that allow the platform to continuously improve its predictions
through the use of prior misclassifications as training data. The third suggestion entails the development
of a centralized reporting panel of the government officials or cybersecurity teams so that these entities
can launch immediate counteraction to the known fraudulent postings. Fourth, further development of
the administrator module by the use of high quality analytical tools and visualizations would assist in
the constant monitoring of new trends and the detection of recruiters or areas that are of high risk. Lastly,
the implementing of deep-learning methods to decode complex job postings, as well as to identifying
subtitle scam patterns, may boost the capability of the platform to provide increased precision and
flexibility in an ever-changing environment of remote job fraud; especially transformer-based methods
or hybrid architectures.
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